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3. Principles underpinning text 
messaging services

In accordance with the NMC Code point 5 (2018), nurses owe a duty of confidentiality 
to all those who are receiving care; this includes making sure that they are informed 
about their care and that information about them is shared appropriately. Therefore, they 
must treat information about patients and clients as confidential and use it only for the 
purpose for which it was given (NMC, 2018). Nurses must ensure that an up-to-date and 
appropriate confidentiality policy exists within their organisation which includes the use 
of mobile phones.

Nurses must always be accountable for their actions when caring for patients/clients 
(NMC, 2018) and ensure that they adhere to the following in relation to digital services:

• new, text-based specific services should be supported by local protocols and all 
staff should be appropriately trained and have access to clinical and child protection 
supervision

• professional reasoning and judgement must be used when responding to text 
messages based on the information received; it must be regarded as patient contact

• messages should be documented and include the following information: text content, 
telephone number, time, response, any appointment made or referral to other 
agencies, date and signature of nurse. This should then be treated as any other client 
documentation in keeping with guidelines in point 10 of The Code on record keeping 
(NMC, 2018). Documentation may be written but a computer-generated system with 
short messaging service software may be preferable

• received messages should be deleted from the receiving handset after documentation 
to maintain standards of confidentiality.
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4. Assessing the need

• Ensure that the benefits outweigh the risks to children and young people if 
implementing a text messaging service; for example, consider when providing a service 
because of a need or because of a current trend or youth culture.

• Establish client demand through a needs assessment profile.

• Ensure all stakeholders such as parents, carers, school staff, governors and young 
people enter discussions to agree a local policy before implementing the service.

• Consider any training and the support needs of staff.

• Undertake a pilot project to test the system.

Only work provided and approved mobile phones should be used for the provision of 
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5. Operational issues

Computer-generated systems with short messaging software can be an efficient way 
of generating, monitoring and recording correspondence by SMS, however there are 
potential issues and areas to consider. 

• Procedures need to be in place for managing potential risks and escalating concerns 
appropriately, for example; self-harm, child protection, underage pregnancy, refusal 
of further contact, or abuse of service by either the service user or provider. Providing 
flowcharts can be helpful.

• Consideration of increased workloads and extra resources required for handling a 
number of texts.

• Nurses should ensure that young people understand that some information may be 
made available to other members of the team involved in the delivery of their care.

• Young people must be made aware that confidentiality cannot be guaranteed if a 
disclosure is made. Nurses should refer to their organisations safeguarding children 
guidelines.

• Consult with your appointed Caldicott Guardian before implementation. This is a 
senior person responsible for protecting the confidentiality of people’s health and care 
information and making sure it is used properly (Government UK).

• A named nurse, or nurses, should be responsible for a specified phone to maximise 
confidentiality.

• To provide an efficient service the specified phone should have sufficient text 
characters available which might be more than the standard 160-190. 

• Coded messages (encryption/security) will be necessary to protect confidentiality, such 
as for contraception reminders to under 16-year olds.

• An acceptable list of text language should be used to help prevent misunderstandings 
from service users and providers.

• An automated response to let the sender know their message has arrived safely is 
helpful.

• The mobile phone should be password protected and locked away when not in use.

• In the event of loss or theft of the mobile phone all precautions should be taken to 
protect the confidentiality of those children and young people affected. Theft should be 
reported to the police and the telephone company, and practitioners should follow the 
trust/health provider’s incident reporting policy.

• Mobile phone numbers that are collected in two-way messaging services must not 
be used for any purpose other than to respond to the text. If you need to make verbal 
contact with the young person, you should obtain their consent by text message first.





USE OF TEXT MESSAGING SERVICES

10 BACK TO CONTENTS

7. Making children and young 
people aware of the service

Before introducing a text messaging service, children and young people should be given 
information about the service in the form of a card or a website which should include the 
following details:

• confidential text number

• hours and duration of the service

• expected response time (for example, within 24 hours, two days or whatever the local 
agreement is) and where they can get help more quickly if necessary

• how confidentiality of client information and text messages will be maintained

• 



http://www.gov.uk/government/groups/uk-caldicott-guardian-council
https://pubmed.ncbi.nlm.nih.gov/23956024
https://pubmed.ncbi.nlm.nih.gov/23956024
http://www.statista.com/statistics/1059462/social-media-usage-uk-age
http://www.statista.com/statistics/1059462/social-media-usage-uk-age
http://www.bbc.co.uk/news/technology-51358192
http://www.longtermplan.nhs.uk/publication/nhs-long-term-plan
http://www.nmc.org.uk/standards/code
http://www.rcn.org.uk/clinical-topics/ehealth/digital-roles-and-innovations
http://www.nhs.uk/apps-library/chathealth
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