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RCN Group Risk policy

1 Purpose and scope of the policy

This policy underlines the process for risk management across the RCN Group. RCNi
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2 Responsibility and accountability for risk management across the
RCN Group

Risk management across the RCN Group is embedded in Group policies and procedures.
RCN Council, RCNi Board and RCN Foundation Board are jointly responsible for
management of RCN Group risks. RCN Council and the Boards will produce an annual
statement on Group risks. See Appendix A for more details on the annual statement.

RCN Council is the owner of RCN risk management and responsible to its members for
ensuring all reasonable measures are in place to manage identifiable risks.

The RCNi Board is the owner of RCNi risk management and responsible for ensuring all
reasonable measures are in place to manage identifiable risks.

The RCN Foundation Board is the legal owner of RCN Foundation risk management and
responsible for ensuring all reasonable measures are in place to manage identifiable risks.
Additionally, the RCN Foundation must comply with Charity Commission regulations
regarding the management of risk.

RCN Council, RCNi Board and RCN Foundation Board delegate day to day responsibility
for managing RCN Group risks to the General Secretary and Chief Executive. They will be
supported by the RCN Executive Team, RCNi Executive Team and RCN Foundation Senior
Leadership Team to ensure effective risk management is part of the robust internal
control systems in place across the RCN Group to give assurance to the 3 entities in
pursuit of their strategic objectives.

This policy will provide clarity on risk management across the Group, including at entity
level. Foradetailed breakdown of risk management accountability across the RCN Group

please click Appendix A.

Definitions of risk terms are listed in the glossary at appendix B. Click — Appendix B
3 Risk management across the RCN Group
The RCN Group recognises its responsibility to carry out detailed and robust stress testing

against identified risks and combinations of risks across a range of scenarios and put
appropriate mitigation strategies in place as a result.
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Table 1 below shows how integral risk management is to an organisation’s strategic
approach and its success at achieving its objectives and goals.

Table 1

key components of

RS - i - — el s T . .
i 1 - =

—s — —

strategic
decisions

_Bovernance & accountability

1l Mo s S5 |pncienss

Risk appetite and threshold

Risk appetite is defined as ‘the amount and type of risk that an organisation is prepared
to pursue, retain or take! in pursuit of its strategic objectives. It represents a balance
between the potential benefits of innovation and the sum of risk exposures that change
inevitably brings, and therefore should be at the heart of an organisation’s risk
management strategy — and indeed its overarching strategy.

It's essential that the RCN Group has a clear approach to risk appetite and how it should
be applied so that the RCN Executive Team, RCNi Executive Team and RCN Foundation
Senior Leadership Team can be confident that the approach taken will enable RCN
Council, RCNi Board, RCNF Board and Committees to make consistent and well-informed
decisions that do not expose the RCN Group to erratic or inopportune risk taking.

Figure 2 below is a model from the Good Governance Institute which shows how to apply
risk appetite.
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Figure 2

The RCN Group’s risk appetite is presented as a matrix in Appendix C. The matrix is
flexible enough that each risk can be assessed independently against the matrix to enable
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Risk appetite at Group level

An annual risk appetite 5 scale of between Low - High will be set for each risk type at

Group level (appendix C).

The RCN Executive Team, in consultation with RCNi Executive Team and RCN Foundation
Senior Leadership Team will make a recommendation to RCN Council, RCNi Board and
RCN Foundation Board on the proposed appetite scale to be used for the risk types at
Group level.

The appetite scales will be agreed at the beginning of the year and will be reviewed
annually. If circumstances require the scales to be changed mid-year, these will be done
with agreement of RCN Council, RCNi Board and RCN Foundation Board.

The RCN Executive Team will agree with the RCN Council, RCNi Board and RCN
Foundation Board the appetite level within the agreed scale for each Group risk.

Risk appetite at RCN

The Group appetite scales will be applied across the RCN, unless the RCN Executive Team
and RCN Council agree to alter this for specific risk types. Any changes will be
documented and attached to this policy on the RCN website.

Risk appetite at RCN Foundation

The RCN Foundation will set their own appetite scales. These will be agreed by the RCN
Foundation Board and Senior Leadership Team. Their appetite levels will be attached as
an appendix to this paper.

Rick appetite at RCNi

RCNi will set their own appetite scales. The RCNi Board and Executive Team will agree
their levels to meet their higher appetite for investment.  Their appetite levels will be
attached as an appendix to this paper.

Areas of risk to consider that have greatest impact on RCN Group

e Financial / Economic (including commercial activities)
e Reputation

e Governance and Management

e Legal

e Our Membership

e Compliance/Regulation

e Technology/Infrastructure

e Our people
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e Business continuity

Appendix D shows how all risks are managed across the RCN Group and below is some
narrative to support this diagram.

Management of local risks

Local registers! should be held across all parts of the RCN Group and should contain all
risks, not only the escalated risks across the RCN Group. This will include at RCNi, RCN
Foundation, Country/Regional and/or Directorate level, as well as for specific projects
and programmes underway.

Elsewhere in this policy we explain how to escalate a risk from a local register to another
register or the Group risk register. However, escalated risks should remain on their local
registers ..

When a new risk is added to a risk register, setting the overall gross risk score of the new
risk should not be set in isolation. The gross risk scores for existing risks on the register
should be factored in so the overall gross risk score is comparable to the scores of
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RCN registers
e RCN Country and regional risk registers

County and Regional Boards are the custodians of their risk registers. Country
and regional risk registers should be submitted to each Board meeting for their
review (3 or 4 times a year). Decisions taken by the Boards, including no change
to the risk, should be captured and added to the audit history in the online risk
tool.

e Directorate / Programme and all other RCN risk registers

The relevant Director or head of department/function should be involved in the risk
review and agree the outcome of the review. Decisions taken during the review,
including no change to the risk, should be captured, and added to the audit history
in the online risk tool.
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RCN Council will receive the Group risk register quarterly for review, including the
findings from the Group Audit Committee review. RCN Council will inform the RCN
Foundation Board, RCNi Board and Group Audit Committee of their comments or
decisions regarding Group risks. In addition, Council meeting minutes will record any
risk-related actions arising from the meetings.

RCN Foundation will receive the Group risk register at its board meetings for review,
including the findings from the Group Audit Committee review. The Board will inform
RCN Council, RCNi Board and RCN Group Audit Committee of their comments or
decisions regarding Group risks.

RCNi Board will receive the Group risk register at its board meetings to review, including
the findings from the Group Audit Committee review. The Board will inform RCN
Council, RCN Foundation Board and RCN Group Audit Committee of their comments or
decisions regarding Group risks.

Critical updates to the Group risk register outside the formal review process will be
circulated to the above bodies, so they are kept informed of the high-level risks across
the Group.

Decisions taken by RCN Council, RCN Foundation Board, RCNi Board and Group Audit
Committee, including no changes to the risk. should be captured and added to the audit
history in the online risk tool. This will include any areas they have identified for audits,
based on risk

Risk owners are responsible for ensuring the risk status and overall and mitigated
ratings are up to date for all risks that they are assigned to.

For more details on the roles and responsibilities of risk management across the RCN
Group, please see appendix A.

Escalating and de-escalating

RCN Group risk register

There are 2 ways for risks to be added to the Group risk register:
a) Escalation from local risk register

The assumption is that risks will be managed and monitored at local level,
following the monitoring and reporting process above.

b) However, if the risk owner and management / senior leadership team feel the risk
direction is accelerating and now meets one of the criteria for escalation to the
Group register, see Appendix E for the criteria, then the relevant RCN Executive
Team member, RCNi Managing Director or RCN Foundation Director should
present this at the next RCN Executive Team meeting. If the Executive Team
agree, the risk will be placed on the Group risk register.
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RCN Executive Team (including the General Secretary and Chief Executive)

21. The Group risk register will be reviewed quarterly by the RCN Executive Team, prior
to submission to RCN Group Audit Committee, RCN Council, RCNi Board and RCN
Foundation Board.

22.Critical updates to the Group risk register outside of the formal review process
will be made by the Executive Team and circulated to RCN Group Audit
Committee, RCN Council, RCNi Board and RCN Foundation Board so they are kept
informed of the high-level risks across the Group.

23.
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Risk management at RCN
RCN Council
30.RCN Council is the owner of the overall RCN risk management and ultimately
responsible to members for ensuring all reasonable measures are in place to

manage identifiable risks.

RCN General Secretary and Chief Executive

31.RCN Council holds the General Secretary and Chief Executive

Page 18 of 26
! Local registers are all registers across the Group up to the Group risk register



RCN Group risk policy -









RCN Group risk policy - 2.0 April 2023 - FINAL

Page 22 of 26
! Local registers are all registers






RCN Group risk policy - 2.0 April 2023 - FINAL

Risk appetite levels

RISK TYPES

REPUTATIONAL

LOW

Preference for very safe
delivery options. Have a low
degree of inherent /gross risk
and only a limited reward
potential

Our appetite for risk taking is

LOW TO MODERATE

Preference for safe delivery
options. Have a low degree of
residual risk and only a limited
reward potential

! Local registers are all registers across the Group up to the Group risk register

MODERATE

Willing to consider all
potential delivery options
and choose while also
providing an acceptable level
of reward

MODERATE TO HIGH

Eager to be innovative and to
choose options offering
higher business rewards
(recognising greater
inherent risk attached)

HIGH

Confdent in setting high
levels of risk appetite
because controls, forward
scanning and responsive
systems are robust
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Appendix D —diagram RCN Group management of risks
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Appendix E

Criteria for escalating risks to the Group risk register

o Damage to RCN Group reputation and brand
o Financial risk to RCN Group (or one of the entities), including commercial
0 Member/customer experience
o Compliance and regulation
o Our people and culture
o External events
Scale
Risk level Impact on RCN Group Escalation to Group register
1 The risk to the Group is minimal and No
can be managed at a local level
2 The risk is accelerating but can still be | Risk can be managed locally
managed locally. but relevant Executive Team
member is alerted, and risk is
monitored.
3 The risk cannot be contained at the Relevant Executive Team
local level, member will bring the risk

forward to be included on the
Group register,

OR OR
The risk is new and significant enough | ET as a group agree to add the

that it should be added to the register | new risk
immediately.

The process for submitting a request to the Executive Team to escalate a risk to and
deescalate a risk from the Group risk register is available here (available for RCN
Group staff only
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