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Figure 1: An overview of the four significant BCP categories. 
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2. Governance and Ownership. 

 

2.1. The Executive Team take collective responsibility for embedding the 

management of business continuity at both an organisation-wide level and at 

the level of individual Countries, Regions, and departments.  

 

 

2.2. A sub-group of the Executive Team form part of the Business Recovery Team 

(alongside other key staff). This team will convene following the announcement 

of an emergency, as detailed in Figure 2. 

 

2.3. Business Recovery Team members are listed in the document "RCN Business 

Continuity instruction - Convening the Business Recovery Team" - alongside 

information on individual roles and responsibilities. 

 

2.4. At Country, Regional, and Cardiff Gate office locations, the responsibility for 

BCP processes, decision-making, and management lies with the senior 

manager at that office at the time of the emergency (unless directed otherwise 

by their Executive Director). The process to be followed in an emergency is 

defined in each location's BCP action plan. 

 

2.5. Each location's action plan will explicitly state the level of autonomy that local 

managers are expected to assume if the emergency scenario means Executive 

Team guidance is unavailable. 

 

2.6. It is recognised that industry standards exist that allow formal accreditation of 

Disaster Recovery and Business Continuity processes e.g. British Standards, 

ISO. The RCN will remain abreast of developments in external standards and 

industry best practice, and continue to use those as guidelines for managing 

business continuity. However, the RCN will not seek formal accreditation to 

those external standards: instead, regular internal audits will highlight any 

shortcomings against industry norms. 
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Figure 2: Decision-tree for confirming emergency status. 
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3. Health, Safety, and Emergency Services. 

 

3.1 The RCN Health & Safety policy1 notes that the organisation has provision for; 

 

 Fire prevention, through inherent fire safety, employee awareness and 

good housekeeping. 

 Evacuation procedures for emergencies. 

 Fire detection and extinguishing systems. 

 Firefighting at key locations, through trained employees. 

 Emergency Officers and Fire Marshals at all staffed premises. 

 Incident management processes. 

 

3.2 Guidelines for contacting Emergency Services are published in emergency 

evacuation plans held at each RCN location. At Cavendish Square HQ these 

plans are owned and maintained by the Estates Team - all other plans are 

owned and maintained by the Executive / Regional / Department  Director 

resident at that location (for freehold buildings) or the building Landlord (for 

leased buildings). 

 

 

4. 
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 leads to absence of staff providing essential infrastructure support (e.g. 

Estates or IT staff supporting infrastructure required by the rest of the 

organisation). 

 

In all such instances, local managers must contact the IT Operations Manager 

and/or Head of Estates in order to quantify and qualify the extent of any service 

disruption and to appraise alternative solutions. 

 

If the problems raised by staff absence cannot be resolved within Estates and 

Information Technology teams, the Director Finance and Business Enablement 

(deputised by RCN Group Secretary) should be informed and can consider 

escalating the situation to the Business Recovery Team (see section 5.1). 

 

4.3 Escalating incidents when the Customer Relationship Management system 

(CRM) becomes unavailable. 

 

Local managers must contact their CRM Power User first. The Power User is 

then responsible for raising a call with the IT Service Desk, which will alert both 

the IT Operations Manager and the CRM Team Lead. 

 

The IT Operations Manager and CRM Lead will assess if the root cause lies 

with the IT infrastructure or the CRM itself. They will also decide if the incident 

should continue to be managed locally, or if the situation should be escalated 

to a formal emergency (see Figure 2). 

 

The IT Operations Manager and CRM Team Lead will contact the 

Communications team to discuss what information should be communicated 

within the organisation and how. 

 

4.4 Escalating an information affecting incident (e.g., no access to IT network, email 

is unavailable). 
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5. Formally announcing an emergency, and convening the 

Business Recovery Team. 

 

5.1 Once escalated by the Head of Estates, IT Operations Manager, or CRM Lead, 

the responsibility for confirming that an incident warrants 'emergency' status lies 

with the Director Finance and Business Enablement or their assigned deputy 

(RCN Group Secretary). 

 

5.2 The Director Finance and Business Enablement will assess the severity of the 

incident and its effect on the organisation before deciding the extent to which 

the situation should be escalated. 

 
It may be that the situation can be contained and managed locally; alternatively, 

the situation may require the involvement of the Business Recovery Team, 

other RCN staff, and external agencies. 

 

 

6. Activity once an emergency is formally declared. 

 

Once an emergency has been declared, several areas of activity require managing 

concurrently. Figure 1 defines these areas as people, systems, processes, and 

communications. These areas may also require managing across multiple locations 

and/or between more than one group of people. 

By default, it is the responsibility of the senior manager at the emergency site to 

instigate local emergency procedures (unless the procedure specifically states an 

alternative employee). 

Note that the processes at some RCN locations contain minor variations and use local 

document names e.g. Critical Incident Plan, Major Incident Plan, and Local Action 

plan. However, they all aim to define the roles, responsibilities, and priorities to be 

enacted in the short-term by the local staff. 

 

 

6.1 When a building is unavailable or evacuated; however, staff are available to 

work. 
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If the emergency forces a building to become unavailable, the organisation 
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 RCN Events Team. Contact details for attendees at RCN Events will 

be accessed from the RCN Membership Database by the Marketing 

department's Events team. The Events team will take responsibility for 

notifying attendees of the emergency. 

 

 

 

6.2 When buildings and infrastructures are unaffected, however staff are 

unavailable. 

 

6.2.1 Where staff sickness/absence leads to an emergency (i.e. insufficient 
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 The financial security of the organisation i.e. maintaining the 

movements of money into and out of the organisation. 

 Organisation communication 

 Communication with members 

 The local systems and processes (member-facing and departmental) 

that allow the organisation to maintain its services. 

 

The means by which these are managed are listed below; 

 

8.1 Continuity of core functions. 

 

8.1.1 Financial security. 

 

All the organisation's critical financial systems are electronic, and form 

part of the disaster recovery plan for the Information Technology team. 

However, the nature of the emergency may mean that financial systems 

cannot be diverted or restored in the short-term and consequently a 

work-around structure is required. 

 

The Director Finance and Business Enablement and the IT Operations 

Manager are both members of the Business Recovery Team; the CRM 

Lead will be amongst the key personnel that the recovery team has at 

its disposal.  Consequently, any impact on the effective financial running 

of the organisation can be assessed by them almost immediately, and 

workarounds put into place. Examples include; 

 

8.1.1.1 EBis Finance expenses system. This is a resilient system with a 

failover provision between two independent servers. A manual 

intervention will allow the system to be restored in a few minutes. 

 

8.1.1.2 Direct Debit system for membership and RCNI subscriptions, and 
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8.1.1.3 Payroll System. Tests have confirmed that PBS can access our 

system and run our payroll file in the event of an incident (this 

assumes the London or Cardiff network is functional).PBS will 

then run the payroll file. Note, that in addition it may be possible 

for PBS to submit BACS at the same time.  

 

8.1.1.4 Not all RCN offices manage their Finance functions using the HQ-

based team. If an emergency leads to the unavailability of those 

local finance roles, cover will be provided by the HQ team for a 

short period, at an appropriate level, and under the guidance of 

the Director, Finance and Business Enablement. 

 

Conversely, if HQ finance staff are unable to get to the HQ 

building, key staff will be redirected to other RCN offices to use 

the computers at those locations. However, the IT team will have 

to reconfigure those temporary finance computers, to allow 

finance staff to access Open Accounts and other finance-specific 

software packages. 

 

A similar problem will exist if finance staff work remotely from non-

RCN locations; their remote computers will not have the full suite 

of financial applications loaded on them. 

 

8.1.1.5 If HQ finance staff are unable to work (through sickness), ABS will 

have to be contacted (i) to assess if they have resources available 

to assist the RCN workload (ii) to ask them to reconfigure existing 

RCN non-finance systems to allow finance work to be done by 

Country Finance Teams (N. Ireland, Wales, Scotland ...). 

 

 

8.1.2 Continued provision of Estates infrastructures. 

 

If a building has been damaged or is otherwise unavailable for use, the 

Estates Team will manage its repair/closure as part of their Disaster 

Recovery processes. However, in parallel with this activity there may be 

a need to provide alternative accommodation to staff and members as 

an interim measure. Departmental Business Impact Analyses identify 

departmental needs in the short, medium, and longer-term, and the 

Estates Team will liaise with senior managers of any affected 

departments to negotiate a practical and appropriate solutions. In 

particular, it is important that managers at affected locations identify 

which staff and resources require rapid relocation - enabling the Estates 

Team to implement temporary measures if necessary. 
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More importantly, the documents allow the Business Recovery Team to 

investigate alternative sources of resource and infrastructure to mitigate the 

effect any disaster has had on resources and service capability. 

 

The Action Plans are available to the Business Recovery Team by logging in to 

the RCNôs remote Emergency Information website www.support.rcn.org.uk. 

 

Upkeep of these documents is the responsibility of Country Directors, regional 

Directors, and Heads of departments. Owners will update their documents 

whenever local working methods or infrastructures dictate it to be appropriate; 

notwithstanding this, all documents must be reviewed annually. 

 

When a BCP-related document is updated, the local manager is responsible for 

notifying the Governance Planning Manager, who will upload copies of Action 

Plans to the Emergency Information website - where they can be accessed by 

the Executive Team and Business Recovery Team. 

 

 
 

8.3 Continuity of RCNi and RCN Foundation. 

 

8.3.1 The RCN Foundation stores its electronic file data on the RCN 

Information Systems. Following an emergency, the RCN Governance 

Support team will act on behalf of The Foundation, and liaise with the IT 

team to restore data in a timely manner. 

 

8.3.2 RCNi has significant requirements for services that are provided by RCN 

Cardiff Gate. Should an incident affect Cardiff Gate, the Service Level 

Agreement between these two organisations sets out information on the 

services that will require re-instatement, and their priority. 

 

 

 

 

8.4 Communications. 

 

Experience has taught the organisation the value of clear, concise information 

paths during and immediately following an incident. All local Action Plans must 

clearly indicate who has responsibility for notifying and liaising with the 

Communications department, when contact should be initiated and how 

communications should be managed. 

 

 

http://www.support.rcn.org.uk/
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8.4.1 Appropriate media and content for communications. 

 

The following subsections list the individuals and teams responsible for 

the content of any communications: however, the Communications 

Department will take responsibility for selecting and providing the 

appropriate media channels for those messages. 

 

Staff must endeavour to avoid the use of unofficial, informal local 

communications as this may lead to the spread of rumour and hearsay 

at a time when clear, consistent, and unambiguous and messages are 

critical. 

 

Likewise, the organisation recognises the impact that poor 

communication may have on its reputation - especially if message 

contents are beyond our control e.g. broadcast media, social networks. 

Consequently, Senior Managers must take particular care when 

communicating outside of the organisation.

 








