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RCN GROUP IT POLICY 
 
 

 
 
 

Who does this policy apply to? 
This applies equally to all 

• permanent staff 
• temporary staff 
• agency staff 
• any RCN member holding a governance position (Council, committee and 
board members, accredited Reps and all other RCN activists) or undertaking any 
activity related to their duties as a member of the RCN such as Accredited Stewards 
and members carrying out branch-related duties 
• volunteers 
• secondees 
• any other person authorised to use RCN Group systems, such as students or 
trainees, those on temporary placements, off-payroll workers, contractors’ staff, 
and computer supplier employees. 
• anyone in the above roles carrying out the activities described regardless of 
location including remote working 
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1 Introduction 
 

Purpose 
 

1.1 This policy sets out the responsible and acceptable usage of information 
technology (IT) within the RCN Group for all authorised people, and 
underlines that it is essential that staff and members understand their 
responsibilities when using Group IT for work purposes. The policy seeks 
to do this in context of supporting staff and members to work more 
effectively and efficiently wherever they are. 

 

Aims 

1.2 The aims
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• anyone 
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a user’s system and/or mailbox without permission of the individual 
unless sections 2.5 to 2.9 

https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=1645
https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=1645
https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=1645
https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=1645
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mailbox/OneDrive owner - for example to comply with Subject Access 
Requests or to comply with notification requirements for data 
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• always carry the equipment in the cabin and not place it with 
checked-in items when travelling by air, subject to the local and 
airline regulations and law 

• store files on the main file servers to ensure that they are backed 
up and available for other team members 

 
Laptops should be taken home each night where possible. 

 
2.15 The RCN Group, as employers, will provide an environmental and IT 

infrastructure that seeks to protect the health and safety of staff 
and members. 

 
2.16 The IT Department purchase and install all business laptops, desktops, 

tablet computers, mobile phones and printers. These tasks are not to be 

carried out by staff or members. 

 
2.17 Staff and members who are provided with equipment will be informed 

when equipment needs replacing. Appropriate arrangements will be 

made including the return of the equipment to be replaced. 

 
2.18 The IT Department will fully encrypt all RCN Group owned mobile 

devices, including but not limited to laptops, smartphones, and 
tablets. 

 
2.19 Equipment is allocated to posts/roles rather than to individuals, the 

exception being where specialist equipment may be required to 

support users with their individual needs. It is the line-manager's or 
senior Regional officer’s responsibility to ensure the equipment 

belonging to the post is retained and allocated to the individual 

covering the post when a staff member is away from the organisation 

on a long-term basis. 

 

2.20 The management of IT equipment allocated to activists is the 

responsibility of local regional/country offices. It is important that 
conversations take place in supervision sessions to ensure that reps 

are using their equipment. If the equipment is not being adequately 

used then it can be reallocated to another rep who can use it. 

 
Unauthorised changes to the system 

 

2.21 Users must not alter their computer operating system, set-up or 
configuration. The IT Department is responsible for all systems’ set-up 
including the corporate and local networks. 

 

2.22 Standard user accounts will not have administrative permissions 
assigned to them. 
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Use of own devices (sometimes known as ‘bring your own device’ or BYOD)
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Officer by contacting data.protection@rcn.org.uk or call 02920 

546400 to make them aware of the breach. All breaches must also be 
reported by completing the 

mailto:data.protection@rcn.org.uk
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/
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Group for business reasons must be discarded as soon as possible in a 
secure and irrecoverable manner (such as a crosscut shredder). 

 
3.7 If there is no specific need to see the full credit card PAN (Primary 

Account Number), it must be masked when displayed. Unprotected 

PANs must not be stored or sent to the outside network via end user 
messaging technologies like chats, messenger etc. 

 
3.8 It is strictly prohibited to store: 

 
• The contents of the payment card magnetic stripe (track data) on 

any media 

• The CVV/CVC (the 3- or 4-digit number on the signature panel on 
the reverse of the payment card) on any media 

• The PIN or the encrypted PIN Block under any circumstance 

 
Back-up 

 

3.9 To ensure that no data is lost, it must be stored on either the OneDrive or 
the departmental group (G:, S: or Z: Drives) or Microsoft Teams. These are 
backed-up daily to ensure data is not irretrievably lost should one of your 
local drives becom2 12 Tf
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of working hours and regardless of whether RCN Group equipment or 
facilities are used 

 
4.4 Examples of unacceptable usage include but are not limited to: 

 
• The creation, transmission, or use of any offensive, obscene, or 

indecent images, language, data, or other material 

• The creation, transmission or use of material which is designed or 
likely to cause annoyance, inconvenience, or needless anxiety, 
including the sending of chain e-mail and Spam (that is, unsolicited 
or undesired bulk electronic messages) 

• The creation, transmission or use of material which is designed or 
likely to compromise the security of the RCN Group’s systems or 
data, including network security information and 
usernames/passwords or PINs 

• The unauthorised transfer of any RCN information (either person 
identifiable or RCN corporate information) in any format, 
electronic, video, paper based or photographed 

• The creation, transmission or use of defamatory material that 
makes a false claim, is expressly stated, or implied to be factual, 
may cause offence and/or may bring the RCN Group into disrepute 

• The transmission of material that infringes the copyright of 
another person or organisation, where the sender does  

organisation,

to
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(See also the RCN Social Media Policy 2019 (for members) ) 
 

4.11 The RCN Group respects your right to privacy while protecting its 
confidentiality and reputation. IT users must therefore not use social 
media to: 

 
• post, express their support for, and/or distribute content which 

contains derogatory or disparaging comments about the RCN 
Group, its members and its affiliates including staff, customers, 
and suppliers 

• harass, bully, or unlawfully discriminate in any way including in 
breach of our Respect at Work Policy and Equality, Diversity & 
Inclusion Statement 

• breach any other law or ethical standards – for example, using 
social media in a false or misleading way, such as by claiming to 
be someone other than yourself or by making misleading 
statements 

• take any action which would damage working relationships 
between members of staff and/or members/customers of the 
RCN Group, or adversely affect the Group’s reputation and 
standing 

/-/media/royal-college-of-nursing/documents/council-documents/constitution-policies-and-processes/social-media-policy-2019.pdf?la=en&hash=3EEC9AFDCE37FE6AFBFA1741F05E85DC
https://yourspace.rcn.org.uk/Interact/Pages/Section/ContentListing.aspx?subsection=2162
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4.18 If 
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due to the unacceptable security risk they represent; these will be 
blocked from the RCN Group network, and the intended recipients will be 
notified of this action. 

 

If you are in any doubt about a potential danger from any email 



https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=9943&SearchId=430541&utm_source=interact&utm_medium=general_search&utm_term=cyber
https://yourspace.rcn.org.uk/Interact/Pages/Content/Document.aspx?id=9943&SearchId=430541&utm_source=interact&utm_medium=general_search&utm_term=cyber
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• are not in line with the aims and objectives of the RCN Group 

• are personal in nature 

• have not been
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The Associate Director of Group Technology Operations, Security and 

Data Transformation is the RCN Group’s Data Protection Officer and 
is responsible for all personal information within the RCN Group under 

the Data Protection Act. 

 
The UK GDPR protects the rights of individuals about whom 
information is recorded on a computer as well as personal 
information that is held and processed manually. 

 
All users must complete UK GDPR training on a two-yearly basis, and 
are responsible for day-to-day compliance. Under the provisions of 
this legislation you must: 

 
• shred physical documents and delete electronic files containing 

personal data that are no longer needed 

• maintain personal data as accurately as possible 

• store all personal data securely 

 
For more information see the Group Data Protection Policy. 

 
7.3 The Copyright, Designs and Patent Act 1988 

 
This Act covers the illegal copying and theft of software, and all users 
must comply with software copyrights. It is an offence to copy, 
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Please refer to the relevant RCN Group Health & Safety policies for 
further information. 

 
Users must contact the relevant IT team to report any damage or 
other health and safety concerns relating to IT equipment. 

 
8 Breach of this policy 

 
This policy is intended to ensure that staff and members understand 

the basis on which they should use RCN Group IT systems. 

 
Access to the internet, email and all other applications and features 
of the IT system may be withdrawn if they are misused. Where 

appropriate, disciplinary action may be taken in accordance with the 

RCN/RCNi Disciplinary Policy and Procedure. Anyone in breach of this 

policy may be liable to prosecution where the breach is unlawful 
under the provisions of the relevant legislation as set out in section 7 

above. 
 

9 Maintenance of the policy 

 
9.1 The content of this document is not exhaustive but indicates issues 

that the RCN Group considers most pertinent in the management of 

information technology. 

 
Should you require assistance on any issues arising out of your 
responsibilities, please discuss them with your manager, or the 

relevant IT team. 

 
10 Impact Assessment Statement 

 

10.1 This policy has undergone an equalities impact assessment and has 

been determined to have no unjustifiable negative impact on any 
specific group or groups. 

 
11 Policy Monitoring and Review 
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• The Computer Misuse Act 1990 

• The Copyright, Design and Patent Act 1988 

• The Data Protection Act 2018 

• UK General Data Protection Regulation (GDPR) 

• Electronic Communications Act 2000 

• Regulation of Investigatory Powers Act 2000 

• Privacy and Electronic 


